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IPSec (IP Security Protocol) Part 2.


IP Security Protocol (IPSec) is a set of extensions to the IP protocol family. It provides cryptographic security services, which allow authentication, integrity, replay protection, and confidentiality. IPSec provides similar services as SSL; however, at the network layer, it provides services that are completely transparent to applications; therefore, it is much more powerful. The applications do not need to have any knowledge of IPSec to be able to utilize IPSec; one can use any protocol over IPSec. For example, one can use ftp, http, ssh, smtp, or other protocols on top of IPSec without modifications. One can also create encrypted tunnels (VPNs) or do encryptions between computers. Unfortunately, since there are so many options, IPSec is very complex, more so than SSL. This paper will go over the basic configuration options at a high level with three Operating systems: OpenBSD, Linux and Windows 2000.


There are four ways to authenticate IPSec key exchange between network hosts. These are manual keying, preshared secrets, X509 certificate and RSA signatures. The following table summarizes the features that are supported by different Operating Systems.

	Operating System
	OpenBSD 3.1
	Linux (with FreeS/Wan)*
	Windows 2000 SP2**

	Manual keying
	Y
	Y
	N

	Preshared secrets (PSK)
	Y
	Y
	Y

	RSA signature
	N
	Y
	N

	X509 certificate
	Y
	Y
	Y


* FreeS/Wan is an Open Source IPSec implementation for Linux. It is being tested on kernel version 2.4.19.


** It is required to install “High Security Package” from Microsoft before configures for IPSec.






Table 1.


Manual keying means that the administrator defines the encryption keys between the hosts. It is usually NOT recommended other than for debugging purposes since manual keying defeats the purposes of the dynamic key exchange and cryptographic independence for each encrypt sessions. Furthermore, it is required to keying the machine in a secure fashion.


Preshared Secrets (PSK) is the easiest way to authenticate IPSec hosts. PSK is a secret string that is pre-set on each host by the administrator. However, just like manual keying, since PSK is a secret itself, it is required to distribute the PSK to each host securely before initiating the IPSec session.


RSA signature is a robust way to authenticate IPSec hosts. It is based on the RSA algorithm. The basic idea is to generate a RSA key pair for each IPSec host and distribute their public keys to other hosts. Since RSA algorithm is designed for a secure key exchange in an unsecured network environment, it is not necessary to exchange the public key information in a secure medium.


Finally, x509 certificate is the most robust and scalable way for initiating the IPSec network. X509 certificate authentication works in a say way as CA (Certificate Authority) handing out certificates. This is more secure since there is a third trusted component inside the authentication loop, and this gives confidence to the machine that the information send out from the peer is valid. Please note that all other ways are vulnerable for man-in-the-middle attack.


OpenBSD supports a wide variety of cipher algorithm including DES, 3DES, Blowfish, CAST, AES…etc and hash algorithm such as md5, sha1…etc. Windows and Linux only support a part of this list. At the time of this writing, 3DES-MD5 is the strongest working combination between three platforms.

