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IPSec (IP Security Protocol) Part 3.


IP Security Protocol (IPSec) is a set of extensions to the IP protocol family. It provides cryptographic security services, which allow authentication, integrity, replay protection, and confidentiality. IPSec provides similar services as SSL; however, at the network layer, it provides services that are completely transparent to applications; therefore, it is much more powerful. The applications do not need to have any knowledge of IPSec to be able to utilize IPSec; one can use any protocol over IPSec. For example, one can use ftp, http, ssh, smtp, or other protocols on top of IPSec without modifications. One can also create encrypted tunnels (VPNs) or do encryptions between computers. Unfortunately, since there are so many options, IPSec is very complex, more so than SSL. This paper will go over the example configuration options with three Operating systems: OpenBSD, Linux and Windows 2000.


There are four ways to authenticate IPSec key exchange between network hosts. These are manual keying, preshared secrets, X509 certificate and RSA signatures. The following table summarizes the features that are supported by different Operating Systems. For a more detailed explanation regarding the four methods, please refer to Part 2.

	Operating System
	OpenBSD 3.1
	Linux (with FreeS/Wan)*
	Windows 2000 SP2**

	Manual keying
	Y
	Y
	N

	Preshared secrets (PSK)
	Y
	Y
	Y

	RSA signature
	N
	Y
	N

	X509 certificate
	Y
	Y
	Y


* FreeS/Wan is an Open Source IPSec implementation for Linux. It is being tested on kernel version 2.4.19.


** It is required to install “High Security Package” from Microsoft before configures for IPSec.






Table 1.
Host to Host Configuration:

The following sample configurations describe how to setup an IPSec session between two machines in OpenBSD, Linux and Windows 2000.

Here is an example setup:







Figure 1.

OpenBSD 3.1


OpenBSD supports manual keying, pre-shared secret and x509 certificates for its IPSec authentications. NOTE: Most of the information below were directly taken from OpenBSD’s FAQ page. http://www.openbsd.org

First, the user needs to turn on IP AH and IP ESP options in the OpenBSD kernel (if the user is only using ESP, such as with the rc.vpn script, or as with the example below, then the user does not need to enable AH. In fact, there may even be security concerns related to enabling AH if not using it). 

There is a nice sysctl to enable these protocols. 

# sysctl -w net.inet.esp.enable=1
net.inet.esp.enable: 0 -> 1
# sysctl -w net.inet.ah.enable=1
net.inet.ah.enable: 0 -> 1
1. OpenBSD IPSec with manual keying:

User is required to generate the manual keys. For example:

dd if=/dev/urandom bs=1024 count=1 | sha1 


Then, use ipsecadm command to setup the ESP session between the two hosts:


On Host 1.2.3.4:


# ipsecadm new esp -spi 1000 -src 1.2.3.4 -dst 5.6.7.8 -forcetunnel -enc blf 

               -auth sha1 -key 7762d8707255d974168cbb1d274f8bed4cbd3364 

               -authkey 6a20367e21c66e5a40739db293cf2ef2a4e6659f


# ipsecadm new esp -spi 1001 -dst 1.2.3.4 -src 5.6.7.8 -forcetunnel -enc blf 

   -auth sha1 -key 7762d8707255d974168cbb1d274f8bed4cbd3364 

   -authkey 6a20367e21c66e5a40739db293cf2ef2a4e6659f

On Host 5.6.7.8:


# ipsecadm new esp -spi 1001 -src 5.6.7.8 -dst 1.2.3.4 -forcetunnel -enc blf 

               -auth sha1 -key 7762d8707255d974168cbb1d274f8bed4cbd3364 

               -authkey 6a20367e21c66e5a40739db293cf2ef2a4e6659f


# ipsecadm new esp -spi 1000 -dst 5.6.7.8 -src 1.2.3.4 -forcetunnel -enc blf 

   -auth sha1 -key 7762d8707255d974168cbb1d274f8bed4cbd3364 

   -authkey 6a20367e21c66e5a40739db293cf2ef2a4e6659f

Now, setup the flows:

On Host 1.2.3.4:

# ipsecadm flow -proto esp -dst 5.6.7.8 -spi 1000 -addr 1.2.3.4 255.255.255.255 

   5.6.7.8 255.255.255.255  

On Host 5.6.7.8:


# ipsecadm flow -proto esp -dst 1.2.3.4 -spi 1001 -addr 5.6.7.8 255.255.255.255 

1.2.3.4 255.255.255.255

2. OpenBSD IPSec with Pre-shared secret (PSK):

TODO.

3. OpenBSD IPSec with x590 certificates:

TODO.

Linux (2.4.19 + FreeS/Wan patch)

Linux FreeS/Wan implements all of the IPSec authentication methods described above.

It is required to install FreeS/Wan patch and its applications before using IPSec on linux. The FreeS/Wan software is at http://www.freeswan.org/.

Detail installation instructions will be added at later date.

1. Linux IPSec with manual keying:

TODO.

2. Linux IPSec with Pre-shared secret (PSK):

TODO.

3. Linux IPSec with RSA signature authentication:

TODO.

4. Linux IPSec with x509 certificates:

TODO.
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