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IPSec (IP Security Procotol)


IP Security Procotol (IPSec) is a set of extensions to the IP protocol family. It provides cryptographic security services, which allow authentication, integrity, replay protection, and confidentiality. IPSec provides similar services as SSL, but at the network layer, it provides services that are completely transparent to applications, and thus much more powerful. The applications do not have to have any knowledge of IPSec to be able to utilize IPSec. One can use any protocol over IPSec. For example, one can use ftp, http, ssh, smtp or any other protocols on top of IPSec without any modifications. One can also create encrypted tunnels (VPNs), or just do encryption between computers. Unfortunately, since there are so many options, IPsec is very complex, more so than SSL. 


The internet protocol, IP, also known as IPv4, does not inherently provide any protection to transferred data. It does not even guarantee the sender’s identity. IPSec tries to remedy this shortcoming. As mentioned above, IPSec supports the authenticity, integrity, replay protection, and confidentiality that IPv4 lacks completely.  Authenticity means one cannot forge any message to other party without being detected.  Integrity guarantees that the data does not get changed along the way.  Replay protection ensures a transaction can only be carried out once unless one authorizes to repeat it. For example, it should not be possible for someone to record a transaction, and then replay it verbatim in order to get an effect of multiple transactions being received by the peer.  Consider the attacker has gotten to know what the traffic is all about by other means than cracking the encryption, and that the traffic causes events favorable for him, like depositing money into his account. Finally, confidentiality makes sure that it is hard for anyone other than the target receiver to understand what data have been communicated. For instance, no one wants anyone else to see the password when logging into a remote machine. 

IPSec provides authenticity, integrity, replay protection, and confidentiality through two new protocols. These protocols are called AH, Authentication Header, and ESP, Encapsulated Security Payload.  AH provides authentication, integrity, and replay protection, but not confidentiality. Its main difference from ESP is that AH also secures parts of the IP header of the packet, like the source and destination addresses. ESP can provide authentication, integrity, replay protection, and confidentiality of the data; it secures everything in the packet that follows the header. Replay protection requires authentication and integrity; these two always go together. Confidentiality, or encryption can be used with or without authentication and integrity. Similarly, one can use authentication and integrity with or without confidentiality. The details of the exact structures of AH, ESP, and configurations of IPSec are beyond the scope of this paper; the rest of the paper will go over the practical usage of IPSec and its limitations.


Currently, only a handful of Operating Systems (OS) supports IPSec out of the box. OpenBSD is one of the first OS that supports it.  Linux currently does not support IPSec natively. For Linux to support IPSec, the kernel must be patched and tuned with a third party package such as FreeS/Wan and others to obtain the functionality.  Windows 2000 supports limited sets of IPSec functionality with its High Security Packages. In a nutshell, IPSec is another implementation of the IP stack with security built in.  This is why application does not need any knowledge of IPSec in order to utilize it: Operating Systems are responsible to route the data into IPSec IP stack instead of normal IP (IPv4) stack, so it is completely transparent to the applications.


A typical IPv4 (current internet) network may look like the following:
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Figure 1


Figure 1 shows that the client connects to the server via ftp, ssh, and telnet protocols. Both ftp and telnet are plaintext-based protocols, which means that cracker Ying, who is in the middle of the network, will be able to sniff the network packets and obtain confidential information easily. Ssh, on the other hand, provides secure, encrypted communications between client and server.  In this case, cracker Ying must invest a significant amount of effort and time to decipher the packets before he can obtain any useful information. Please note that since the IPv4 network does not provide any protection against a malicious user, it is up to the application to provide any security functionalities.


Figure 2 shows a normal network configuration when IPSec is enabled between the client and server. As shown in the figure, IPSec acts like a tunnel between the client and the server.  Any network communications between client and server are encapsulated into IPSec packets. By default, IPSec packets are running as UDP at port 500. In this case, cracker Ying will be unable to easily decipher any useful information; the only information he can decipher is that there are activities at port 500.


Figure 2

Although IPSec sounds very nice, it comes with some limitations.  For example, IP masquerading, which is a popular network technique in the corporate environments, does not work well with IPSec. Another limitation is that the UDP port 500 must be permitted to go to any machines utilizing IPSec: If one of the machines is under firewall, that firewall must allow the UDP port 500 packets to go to the client machine.  Also, not every implementation of IPSec is compatible to one another in all configurations and there are some known interpolation issues between different systems. Lastly, the IPSec configuration options are fairly complex and varies greatly between implementations to implementation. For example, some options may be present in one implementation and not in the others. The above limitations impose a major problem when one tries to implement IPSec in its heterogeneous networks infrastructure. For instance, some network must be redesigned since IP masquerading does not work well with IPSec, and firewall rules must be re-written to permit IPSec packets to flow through the networks.  The worst of all is that there are some unsolved interpolating problems between different systems. For example, a Linux machine may not be able to communicate with OpenBSD machine in a certain configuration mode and the administrator will be unable to troubleshoot the problems easily since those two systems will have distinct configuration options and inconsistent debugging messages.

Although IPSec is not widely used at this time, the cries for compatibility between different implementations and standardization of configuration interface are rising. After these issues are properly addressed, it will not be long when IPSec becomes widely accepted.
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